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HIPAA regulations and my professional Code of Ethics both require that I keep your Protected Health Information (PHI) private and secure, and indeed, I want to do so. Email is a very convenient way to manage administrative issues such as scheduling, but email is not 100% secure. Some of the potential risks you might encounter if we email include:
   Inaccurate delivery of email due to an incorrectly typed address
  Email accounts can be “hacked,” giving third-party access to email content and addresses.
 Email providers (such as Gmail, Comcast, Yahoo) keep a copy of each email on their servers, where it might be accessible to employees, and so forth. 
For these reasons, I will not use Non-secure email to discuss clinical issues (such as the important things we talk about in session). However, if you are comfortable and want to do so, I am happy to use unsecure email to handle: (1) information related to the scheduling of appointments; (2) information related to payment (but not including any financial identifiers including, but not limited to, credit card numbers, diagnosis codes, or procedure codes). Please let me know if you DO NOT consent to Non-secure email for simple matters.
There is also a 100% encrypted EMAIL service I use called Hushmail. It is free for us to use. Please let me know if you would like to have this ability.
We can additionally communicate with phone calls or through your SimplePractice portal, which is 100% HIPAA secure for MESSAGING.
Your signature on this document signifies that you have received it, read it, and understand it. You have been informed of the risks, including, but not limited to, confidentiality in your treatment, of transmitting your PHI by unsecured means.
You may alter this agreement at any time.
BY CLICKING ON THE CHECKBOX BELOW, I  AGREE THAT I HAVE READ, UNDERSTOOD, AND AGREE TO THE ITEMS CONTAINED IN THIS DOCUMENT.
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